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Summary

The Specifications of Certification Metamodel is a public document delivered in
the context of WP6, task 6.3 with regard to the identification of common
Certification issues in the eDIANA context.

This document is about the definition of the requirements to implement the
Certification Metamodel on which the eDIANA Certification Framework will be

based.
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1. Introduction

Thi s document i s t he second document of
Certification Met amodel for Energy manage.:
ACompositional VerificatatoonoVaMWhdaei o hamn
this WP works on issues referred to the compositional verification and validation

of systems of systems and their components, focusing on their variability,

performance, timelines, etc., this task aims to work on the certification of those

systems of systems. This certification can be faced looking into the final product

and the requirements that it must fulfil, as well as into the processes that have

been followed.

The final objective of this task is obtaining an executable certification
framework that helps the development of above mentioned systems of system
according to relevant standards and compani

Previous outcomes of this task have described and analyzed several standards,
best practices and/or regulations that are applicable to the eDIANA domain.
Some of them have a horizontal approach like IEC 61508 or CMMI. Those
standards are focused on the processes involved to develop the final product.
Other analyzed standards refer to the final product and if it fulfils the
requirements and constraints that the standard establishes, like EPBD and its
national implementations with a more vertical approach, completely focus on
energy efficiency in buildings, taking into account buildings constraints.

This analysis provide a heterogeneous map of existing standards that can be
applicable to eDIANA project, but in different environments, some of them
applicable to software and software intensive systems domain, others to energy
constraints in a building domain, etc.

The objective of this task is the achievement of a certification framework that
makes easier to the developers their work allowing them guidance through their
processes to obtain a certification evidences. Those evidences will later facilitate
the achievement of certification assessments.

Another issue that the framework should attend is the re-certification of
components or the whole systems against different standards or regulations.
The vision obtained from previous works present a complicated scene due to
the completely different approach of analyzed standards. The definition of a
unique framework that is able to cover all the different approaches in order to
enable or ease a re-certification seems to be an enormously difficult task, with
no visible advantage for the final user. The comparison and re-certification
should be limited to similar domains and approaches. There will no be
advantage of comparing the same project or product against different
standards like mentioned IEC 61508 and EPBD, since their objectives diverge
completely. On the other hand, it can be really useful to the developer if he can
state its project against two standards that can diverge in their objective but
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converge in their approach like IEC 61508 and CMMI. IEC 61805 has as
objective safety in critical systems and CMMI the maturity of processes involved
in the development of a project. But both consider the project lifecycle to
improve the final product. The comparison of the compliance of a project with
both standards can provide companies an enormous advantage in order to
obtain a final product adequate to different customers, or with extra add-value.

This feature is extremely useful comparing different versions of the same
standard, or different national implementations of a directive.

Considering the objective of this task, this document will provide the use cases
and requirements applicable to the framework which prototype is the final
outcome of the task. From those use cases and requirements, as well as the
previous document analysis, the document will show the first definition of the
Certification Metamodel that will be the basis of the framework. This Metamodel
will define the structure of the framework.

1.1 Previous work analysis

This section will consider previous work made in this work package in order to
define how the analyzed standards can be mapped and how they meet in their
requirements.

Different kinds of certification can be performed regarding eDIANA project as
we defined in previous deliverable. Taking into account the regulations and
standards analysed in D6.3-A, the following certification are applicable to
eDIANA:

o Safety certification (IEC 61508 standard)

o Certification of the interconnection of eDIANA platform to the grid (Order
5/9/85 regulation)

o Certification of energy generators: The certification of eDIANA platform
regarding the transformation of non-electric energy into electric energy
(Low Voltage Code: ITC-BT-40 regulation)

o Energy certification of buildings: The certification of the buildings where
eDIANA platform is installed in order to calculate the energy
performance of the building and assure the minimum requirements on
the energy performance (2002/91/EC EPBD: Energy Performance
Building Directive)

o Energy Audit: to identify potential energy efficiency improvement
measures (DIRECTIVE 2006/32/EC: On energy end-use efficiency and
energy services)
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o Certification of the process maturity model developing a software project
(CMMI)

1.1.1 Electric energy related regulations (ORDER 5/9/85, ITC-BT-40)

In this section, the certification requirements related to electric energy
regulations are elicited. The two regulations have been analyzed in D6.3A:

e ORDER 5/9/85 is about power line grid connection regulations. It sets
the administrative and technical rules for the performance and
connection of cogeneration plants to the grid. Those rules must be
fulfilled in the interconnection of eDIANA Platform to the grid.

e Low Voltage Code (ITC-BT-40): This is a complementary instruction
(ICT) about Spanish Low Voltage Code. It is applicable to installations
which transform any kind of non-electric energy into electric energy.

1.1.1.1 Identification of basic items

After analysing communalities and differences, the most relevant items
identified in energy regulations are showed below:

e Both are regulations: A set of administrative and technical rules that
must be checked.

e Both use articles to structure the content of the regulations and sections
to structure the content inside an article. And each section presents a
rule.

Most of the topics of those rules are also common, although the rules are
different:

e General requirements of the network
o Maximum DG Power A In both regulations
o Short circuit capacity A In ORDER 5/9/85
e Electrical Interconnection Requirements
o Installation A In both regulations
o Grounding A In both regulations

o Protection issues A In both regulations
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o Measurements A In both regulations

o Synchronisation A In both regulations

o Accessible disconnection switch A In ORDER 5/9/85
e Power Quality

o Power factor A In ORDER 5/9/85

o HarmonicsA In both regulations

o FlickerA In both regulations

o Voltage variationsA In both regulations
e Behaviour during Fault Condition in the Grid

o Unintentional islandingA In both regulations

o AutoreclosuresA In ORDER 5/9/85

1.1.2 Energy directives (2002/91/EC EPBD and DIRECTIVE
2006/32/EC)

In this section, the certification requirements related to energy directives are
elicited. The two directives have been analyzed in D6.3A:

o 2002/91/EC EPBD (Energy Performance Building Directive): The objective
of this Directive is to promote the improvement of the energy
performance of buildings within the Community, taking into account
outdoor climatic and local conditions, as well as indoor climate
requirements and cost-effectiveness.

o DIRECTIVE 2006/32/EC: On energy end-use efficiency and energy
services. The purpose of this Directive is to enhance the cost-effective
improvement of energy end-use efficiency by Providing the necessary
indicative targets as well as mechanisms, incentives and institutional,
financial and legal frameworks to remove existing market barriers and
imperfections that impede the efficient end use of energy; Creating the
conditions for the development and promotion of a market for energy
services and for the delivery of other energy efficiency improvement
measures to final consumers.

1.2 Document description

This document should provide two main parts:
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1. Definition of the requirements and use cases that are related to the
prototype targeted in T6.3 (Certification).

2. Specification of the Metamodel for Certification. The specification shall
contain a description of the abstract syntax (Metamodel itself), its
semantics (natural description of each metaclass, associations and
attributed).

This document is a o0designo document . Thi s
used by tool designers and other solution development actors in eDIANA.

This document uses the results of deliverable D 6.3-A (Certification Standard
Analysis) by extracting common concepts of the different standards analyzed as
well as the attributes of interest.

In addition, this document provides the required basis to the next deliverables
D6.3-C and D by providing the Metamodel required to support the certification
process and associated tool.
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2. eDIANA Project Certification Requirements

Inside eDIANA project the certification may be applied to different issues due to
the wide coverage of the project:

e Software Intensive Systems

Building

Energy efficiency of embedded systems

Energy efficiency of buildings

Development process

Project requirementsd compliance
o Etc.

In order not to disperse the target of the desired framework it is completely
necessary to define the requirements, besides the use cases and scenarios in
which the framework will be present.

This section will describe the detected functional and non-functional
requirements. These requirements are high level requirements and it is possible
that they do not cover all the issues that will be considered in the
implementation, so they can be later refined. They are the first step that allows
developers and actors to place themselves in the actual scenario.

The first goals of the framework are presented here:

e Software Certification: Certification is a (written) assurance that a
product or process conforms to specified characteristics or standards.

o The primary goal is to develop a set of methods and tools to
certify the #Aconformanceodo of devel op
standards (with special focus on safety standards such as IEC
61508) or to internal company rules, without worrying on the
confidence of the evidence. These methods and tools aim at
reducing certification and re-certification efforts and times.

o A second-stage goal, specifically related to product certification, is
to use formal evidence provided by V&V techniques to justify
certification. In other words, the goal is to properly use the
predictions obtained by V&V techniques to certify system
development artefacts. This needs to take into account the
anal ysi s techniquebs coverage, prec
assumptions made. The key challenge here is to standardize a set
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of Aqual i f i-ad-the-art ardalysis techhiques eéhat could
be confidently used for reference architectural patterns.

The second-stage goal entails the connection of this task with the work done in
the rest of task of this WP6. Looking at the expected prototype of this task, this
second goal is not a high priority, at least the joint of both tasks, but it is an
issue that has to be considered, to leave it open for new versions. This is a
wide space that should be cover in future researches. In our first approach, the
formal evidences will be considered depending on each analyzed standard, later
improvements will manage the attachment of V&V techniques inside
certification framework.

This issue implies that prototypes of the tasks of this WP6 should keep some
coherence between them. This coherence will be defined in some requirements.

2.1 Functional requirements
This section shall list the functional requirements specified in natural language.
2.1.1 General Functionality

1. Each module in Certification Framework should provide the
capability to implement an external interoperability between the
data it uses, and the data used by another tool. This involves
providing the meta-model of the data structures (syntax and
semantics) with suitable access mechanisms (API or direct
access to the data).

2. The tool infrastructure should use the same GUI mechanisms for
user i nteraction (perspectives,
Integration of tools should not have a major impact on the user
interaction with individual tools (modelling editor, analysis tools,
optimisation tools), so that a user familiar with one particular
tool does not need a specific training to use this tool.

2.1.2 Functionality Group

3. Product and Process Certification. Certification is one of the most
time consuming tasks to develop products toward certain
regulations (external as well as internal one) and is usually done
for the products when the life cycle has finished. Certification
Framework shall enable certification before the development
starts, to ensure a proper maturity of the development process
resulting in certifiable products. This involves monitoring of the
process, which is usually done manually by high level roles
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having a full overview by compiling information from many
people involved in the process and a lot of dependencies.

To cope with this, Certification Framework must a method to
achieve an iterative development process through the application
of certification on software components simultaneously in the
development process. Thus, each step in the existing process is
subject of certification and is applying the proper certification
steps on the development artefacts itself. This is only achievable
with a proper formal representation of the requirements for
certification and the process itself.

To be able to formally relate the requirements for certification
with the actual development process and artefacts, they must be
specified in the form of a model (more concretely, a metamodel
or ontology). Thus, this task shall analyze existing standard
process models such as for example IEC 61508. By relating
certification requirements and software process and artefact
models, Certification Framework will lead to a assisted
certification process since early development phases to the
actual compliance assessment phase.

Re-certification. As Certification Framework is based upon a
model-driven development and modular design, we should be
able to obtain certification reusability. The certification reusability
can be done between development projects, for example for
component certification reusability, as well as between
compliance standards, for instance to reduce the effort and time
to re-certify products or projects in different standards or internal
qualification rules.

For the first case, the reality says that components are not
always designed in the same way as projects: they have no
(agreed upon) requirements, they do not comply with company
rules, have incomplete tests, preliminary documentation, and so
on. As a consequence, we risk having some adverse behavior
from potential (re-)users, because they are not feeling confident
that the module does what they expect it to do (not-invented-
here-syndrome). As a result, the component is not used, and the
functionality is written once again. To cope with this, Certification
Framework must provide some kind of light-weight, internal
certification mechanism (as there already exists for products)
that is suitable for components, and that will convince the users
of reusing this component instead of writing it once again.

For the second case, the goal is to find commonalities between
related standards that are used for certification purposes.
Certification Framework must ensure a mapping between

April 2010
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equivalent certification requirements, in order to re-certify
products or development activities through more than one
standard.

9. General Tool Usage for Certification. See Use Cases and
Scenarios.

2.2 Non-functional requirements

This section shall list the non-functional requirements (design constraints,
technological constraints, etc.) specified in natural language.

2.2.1 Quality Group

10. Business Cases. Before implementing anything, there shall be
defined business cases for using the tools. This does not intend
to constrain the scope of the tools or the underlying methods,
but to provide concrete scenarios of tools usage. These business
cases can be hypothetical or real. Hypothetical business cases
can be defined at the beginning of the project and may be built
upon t as k experignzee Real dusiness cases should be
the result of collaboration actions with potential Certification
Framework tool users. Following points shall be considered:

A Identification of the potential added value of Certification
Framework. Thi s comprises a description
and the AAFTERO scenari os.

e Example of ABEFOREDhscehiaemniobsus
DOORS for requirements management, but there is
no traceability with system des

e Exampl e of AAFTERG Thsece emadrn iemg
desires to have a traceability file of requirements
satisfaction with design artefacts. This file may be
subject to certificationo.

11. Tool Openness. End users shall keep the freedom of replacing
one or several of the elements of the tool chain with other
alternatives (COTS, extensions, etc.), open source alternatives or
in-house tools supporting the same interoperability standards,
ensuring thus a high degree of modularity.

12. As a marketing strategy, the integrated tool may be Open Source
as much as possible. The maturity of these tools, in terms of
reliability, accuracy or support, as well as their appropriateness
for the embedded system domain should however be of primary
importance.
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13. Reporting capabilities and interoperability shall be ensured within
Certification Framework

2.2.2 Design Constraints

14. UML-based infrastructure. The tool shall support the UML
language with profile extensions. The main concern here is
interoperability.

2.2.3 Technological Requirements

15. Tool should be integrated in Eclipse, and use the same GUI
mechanisms for user interaction (perspectives, views, navigator,
consol esé) .

2.3 Use cases and Scenarios

This section shall select a subset of relevant functional requirements and then it
shall specify it by using Use Case diagrams and (tentatively) sequence diagrams
describing tool usage scenarios.

iError! No se encuentra el origen de la referencia. describes at high level
the Use Cases of the Certification Framework. The scenario considers three
types of actors:

e Technical Manager/Project Leader
e Developer
¢ Quality Responsible

These actors have been selected by their theoretical responsibilities, having
considered that in most companies and projects these responsibilities are
shared and distributed through different roles in each case.

{ Project definition |

| A Project scope definition |

|
| Architecture definition - |- Technological decisions |

|
| Technological proposals || { Technical Manager/Project Leaderki—{ Architecture decisions |

|Implementation designs || —— " Resources Management |

¥ Developer | R | b e
[Implementation =] ——— { Actors ¥ | | V&V requirements |

(Firsttest}) i ()

[..F ‘ { Processes definition |

{Standards selection)

pmasss s I~ Certification assessments |

Sl

Figure 1 Actors and their roles
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These three types of roles provide three possible views of the final tool, some
functionalities will be exclusively of one view and others may be shared by
more than one role.

The mentioned views of the Certification Framework will identify somehow the
functionality groups that users can manage, although they can appear in the
final tool in the same GUI. It will define through the architecture and the
components this architecture establishes.

Attending to the variety of standards, rules, regulations, directives, international
well established or internal to companies, we will use the term Qualification
Reference to denominate all of them with regard to the Certification
Framework. Qualification Project will be the project that will be developed
against this Qualification Reference.

Next table provides a superficial vision of the views, their main functionalities
and the correspondent actors that will be refined in the later use cases.

Actors Functionalities

Quality view Quality Manager Selection and definition
of the Qualification
Reference

Definition of the scope
of the Qualification
Reference

Technical view Technical Definition of the
Manager/Project Leader | Qualification Project and
associated Qualification
Developer Reference

Definition of the scope
of the Qualification
Project

Definition of evidences

Reporting of the status
of the Qualification
Project (attending the
evidences)

Assessment view Quality Manager Assessment or validation
of the Qualification
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Project against the
Qualification Reference

Table 2-1 Correspondence between views, actors and functionalities

One point that is necessary to explain is that these views and actors are
internal definitions; so that the framework developers and designers can
identify and manage functionalities. But they are not terms that the final user
may mandatory know. Final architecture decisions will determine this.

Certification supporting tool

Definition of the Qualification
Reference (Qualification Reference or
internal regulation) requirements

Definition of the Scope
of the Qualification
Reference

Definition of the Qualification
Reference (standard or internal
regulation) requirements (Import),

Create/Save new
Qualification Project

uality Responsible

Technical Manager-Project Leader
3/Validate the Qualification

project against
Qualification Reference A

Assess/Validate the
Qualification Project against
Quallification Reference A

alidate the Qualification
project against a second
Qualification Reference,

Definition of the evidences of
all the requirements selected in
the Qualification Reference

Import Evidence mapping
from a Qualification
Project

Developer

Figure 2 Certification Framework Use Cases
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2.3.1 Quality view

This section will describe the Certification Framework functionalities, and use
cases that are related to the Quality view. The user of this view should be the
people who specifies the standards, regulatory, directives, etc. that the final
product should fulfil. This person is usually responsible of the definition of the
processes that different departments of the company follow.

Here, he will add to his duties the definition of the requirements that will
compose the Qualification References. Qualification References can be an
international standard as IEC 61508, or the requirements specification that
describes the internally defined processes to achieve the quality levels required
in the company. Most of the standards can be defined through requirements
that must be fulfilled to accomplish it.

In this view the Certification Framework will provide the necessary mechanisms
to define completely the Qualification References

Next Sequence Diagram (Figure 3) describes the natural sequence this user will
follow to introduce a new Qualification Reference into the Certification
Framework.

The Framework GUI will provide a mechanism to create a new Qualification
Reference; this mechanism is usually a menu or a bottom in a toolbar. After
selecting it, the Certification Framework will internally build an empty
Qualification Reference and show it to the user.

In next steps, the user will introduce new requirements into the Qualification
Reference, together with the necessary information. The Certification
Framework will show these requirements at the same time.

To finalize the sequence, the user will use another mechanism to save the
Qualification Reference (via menus of toolbar), and at the end, close the
Qualification Reference.

We can consider a more concrete example, an eDIANA member that has
analyzed its internal processes and final product, and have seen that its
structure is poorly defined, without defined responsibilities through its lifecycle.
This situation causes that the final product has to be revised in several
iterations in order to decrease defects and redefine its functionalities because
they do not provide the expected results. The company decides to implement a
maturity process improvement, so they try to improve their lifecycle through
CMMI best practices, taking special attention to Engineering Category. This
example can be applicable to any company that wants to improve its products
development.
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The Quality Manager takes the responsibility of creating a new Qualification
Reference named CMMI Engineering and adding the requirements that the
maturity model defines through CMMI Generic Goals (and their Generic
Practices). The Quality Manager decides which CMMI Process Areas are relevant
to the company and the product which lifecycle processes are going to be
improved. Finally, he saves the new Qualification Reference.
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Definition of the Qualification Reference (Qualification
Reference or internal regulation) requirements
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Figure 3 Definition of the Qualification Reference requirements
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Next Figure 4 is a variation of previous sequence diagram. The Certification
Framework will provide a solution to obtain the same result of previous
sequence diagram (the creation of a new Qualification Reference with its
requirements) but avoiding the definition of the requirements one by one.

This sequence diagram describes how the Certification Framework will provide a
mechanism which will allow the introduction of the requirements of the
Qualification Reference importing them from a file, library, model, etc. The
Certification Framework architecture and design decisions will define the final
implementation.

The first and final steps of the sequence diagram will be the same as the
previous one.

Going on with the mentioned example, this sequence diagram would make
possible the importation of a file, library, model or whatever, with the
information of the requirements that describes the Goals and Practices of the
desired Qualification Reference, in this example, CMMI Engineering.

April 2010 Page 24



eDIANA: GA no.: 100012
Specifications of Certification Metamodel D6.3-B

Definition of the Qualification Reference (standard or
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Figure 4 Import a Qualification Refernece requirements

Next sequence diagram (Figure 5) describes how the user can add
requirements into a Qualification Reference as well as change them, and how
can select a subset of its requirements and save them as a new Qualification
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Reference. This functionality will provide a mechanism to differentiate different
parts or/and levels of a Qualification Reference.

The sequence diagram establishes first the mechanisms to open a Qualification
Reference and load it into the Certification Framework. Then it offers to the
user the possibility of selecting the requirements he wants and aggregate them
into a list that will conform the later Qualification Reference. To achieve that,
the user has to save this list as a new Qualification Reference.

This sequence diagram would allow the Quality Manager to define subsets of
CMMI Engineering. They can be stated by the Process Areas of this category
(Requirements Development, Requirements Management, Technical Solution,
Product Integration, Verification and Validation), or the maturity/capability
levels reachable.
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Definition of the Scope of the Qualification Reference
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Figure 5 Definition of the Scope of the Qualification Reference

2.3.2 Technical view

This section will describe the use cases associated to the Technical view. The
user roles that can be applicable to this view are those that are involved in the
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development of the item that will be certificated. These roles are usually from
Technical Manager to Developers. Depending on the Qualification Reference
and how it is implemented inside the company, different roles should face the
functionalities supported in this view.

Next sequence diagrams will describe the functionalities supported by the
Certification Framework, most of them are referred to the definition of the
evidences that will show that the Qualification Reference is fulfilled by the
current project.

If the Qualification Reference is the term applicable to standards, internal
normative, directives, or whatever, here the concept of Qualification Project is
presented. This term comprises all the issues about the project that will be
certified against the Qualification Reference. It will include the evidences of all
requirements of the Qualification References that will make possible a later
assessment of the project.

Next Figure 6 describes the process of creation a new Qualification Project. The
Certification Framework will provide through its GUI mechanism to create a new
Qualification Project. The user (Project Leader, developer or another technical
role defined in the company) will select the Qualification Reference against
which the Project will be accomplished.

The Certification Framework will offer the possibility of selecting a subset of
requirements of the Qualification References that will be associated to the
project.

After selecting the Qualification References, the Certification Framework will
show the first requirement of that Reference.

Next sequence diagram describes too, the mechanism to save and close the
Qualification Project.

Going on with previous example, this use case will describe how the Technical
Manager or the Project Leader creates a new Qualification Project that
redefines the followed processes of the implementation of the device or system
they produce. The processes they are going to improve are those related to
CMMI Engineering. In eDIANA Project, many members are industrial partners,
most of them involved in the development of embedded devices, so the Process
Areas of Engineering Category of CMMI can be absolutely applicable to them.
The Project Leader would create a new Qualification Project that would cover
the development of the product, and confirm the evidences that will establish
the fulfilment of the CMMI requirements in those Process Areas.
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Create/Save new Qualification Project

Technical Manager-Project Certification Supporting Quality Manager
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> Create empty Qualification Project
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Figure 6 Create/Save a new Qualification Project

Figure 7 shows how the Certification Framework makes easier the user to
define the evidences of the requirements of the Qualification Reference inside
the Qualification Project.

Once the Qualification Reference A is defined inside the Certification
Framework, and a Qualification Project has been created and associated to this
Qualification Reference A, the user can start to add evidences to each
requirement.
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Here, the Project Leader, or the developer himself will open the previously
create Qualification Project attached to the current project (e.g. the definition,
design and implementation of the eDIANA CDC). While the development team
achieves different milestones and phases, it adds the evidences of the
requirements that the selected Qualification Reference defines.

Definition of the evidences of all the requirements selected
in the Qualification Reference
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| |
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Figure 7 Definition of the evidences of the Qualification Project
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Next sequence diagram (Figure 8) describes de process of validation of the
Qualification Project against the Qualification Reference that has been selected
initially.

The Project Leader, or the developer himself, in every phase of the project
development, can open the Qualification Project and ask for an analysis of the
project status against the Qualification Reference. The Certification Framework
will provide a printable report including the requirements that actually have
attached evidences in the project, the characteristics of those evidences, as well
as the requirements structure.

In our case, the developer can open the current project and ask for its status to
find out if the requirements belong to Process Area Requirements Development,
have their evidences attached so he can pass to the next phase of the
development.

April 2010 Page 31



eDIANA: GA no.: 100012
Specifications of Certification Metamodel D6.3-B

Validate the Qualification project against Qualification

Reference A
Technical Manager-Project Certification Supporting .
leader-Developer tool Quality Manager

|
|
L Open Qualification project

e

T
|
|
|
|
|
|
|
}
Load Qualification project and associated Qualification Reference
|
Ask status of the Qualification project (evidences)q !
|
|
|
|
|

> Analyze status of the Qualification project (evidences of requirements)
Show project status report (evidences)—

> Send report to printer

|
|

|

I

|

|

|

|

I

I

I

I

I

I

|

I

|

|

I

. I
| I
| I
| I
| I
| |
| |
| |
| |
! I
! I
! I
! I
! I
! I
! I
! |
! |
! |
! |
! |
! |
! |
! |
! |
! |
! |
! |
! |
! |
! |
! |
I |

Figure 8 Validation of the Qualification Project against Qualification Reference

In many cases, most of the companies develop products that are based on
previous developments. Although the company faces a technological leap, there
are several components that can be reuse. In those cases, the next sequence
diagram (Figure 9) describes how the user can import evidences from another
Qualification Project. Those evidences should be confirmed and accepted by the
user before adding them to the current project.

This use case could be applied in previous
that the company that will develop the eDIANA CDC has a previous
development that does not cover all the specifications needed in eDIANA
Project, but it will be the starting point to develop the final prototype. If this
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previous development has been certified against the Qualification Reference the
eDIANA CDC is desired to be certified, (as we said in previous example, CMMI
Engineering Category Process Areas), the Technical Manager, or the Project
Leader can import the evidences of the Qualification Project corresponding to
the first product.

He should revise all the evidences and Qualification Reference requirements in
order to ensure their validity before saving them into the Qualification Project.

Import Evidence mapping from a Qualification project

Technical Manager-Project Certification Supporting ]
leader-Developer tool Quality Manager

| | |
| | |
| |

| |

(| |

|

Load Qualification project and associated Qualificatién Reference A
|

I—__Select Qualification Reference B

Show Qualification project ———

> |
|

|

i

> Load Qualification Reference B }
|

|

|

— |

Save new Qualification project with associated Quali%ication Reference B
|

|
|
}
|
Import evidences' mapping from other Qualification Project |
|
|
|

Analyze second project and import evicences' mapping
Show report of imported evidences' mapping-|

—_Accept evidences' mapping proposal

Show project

— Close project

Store evicences' mapping

Save project

Close project

VAV

Figure 9 Import evidence mapping from a Qualification Project

One of the major advantages of the Certification Framework is what is
presented in Figure 10. This sequence diagram shows how the user of this
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technical view can open an existing Qualification Project and select a different
Qualification Reference. The Certification Framework will analyze the project
taking into account this second reference and will make a proposal of how first
referenceds evidences can be mapped

The user should be check that the proposed evidences apply to the reference
requirements and change when necessary before saving the project. He should
save the project as a different project, since the Qualification Reference has
change.

Going on with the previous example, firstly, the product is developing in the
selected Qualification Project that has associated CMMI Engineering as the
Qualification Reference. Then, the company decides that the product will be
integrated in another product or system that has to be certified against IEC
61508, so, their product has to be certified too. They decide to discover how
they can reuse the evidences already defined to CMMI Engineering and how
much they must do to accomplish IEC 61508. The Technical Manager would
open the Qualification Project of the product (with the associated CMMI
Engineering reference) and select as a new Qualification Reference IEC 61508.
Then the Certification Framework would offer a first proposal of the evidences
of CMMI Engineering that could cover some issues of IEC 61508. The user
would check them, change those that do not apply and save the Qualification
Project as a different project, with IEC 61508 reference associate to it.
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Figure 10 Validate the Qualification Project against a second Qualification
Reference

2.3.3 Assessment view

This section will describe the use cases associated to the Assessment view. The
user roles that can be applicable to this view are those that are involved in the
assessment of the item that will be certificated. These roles are usually those
referring to the Quality.

Next sequence diagram (Figure 11) will describe the functionalities supported
by the Certification Framework, which are referred to the assessment of the
evidences that will show that the Qualification Reference is fulfilled by the
current project.

April 2010 Page 35



eDIANA: GA no.: 100012
Specifications of Certification Metamodel D6.3-B

The Quality Manager, after opening the Qualification Project should check each
reference requirement and their evidences. Then, he should apply the
correspondent status to the requirement, comments and whatever he considers
necessary to establish if the requirement has been fulfilled.

The user can ask to the Certification Framework the status of the project
regarding to the evi doesee a gldhal sepoe tofu the
fulfilment of the Qualification Reference.

Attending to previous example, the Quality Manager should open the
Qualification Project, and check the evidences technical team has provided to
the Qualification Reference. He must validate or reject them, adding the
necessary comments. Finally, he will have the possibility of printing a report of
the assessment.
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Figure 11 Assessment of the Qualification Project
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3. Certification Metamodel Specification

The Metamodel will be the underlying structure of the Certification Framework
we have described in previous sections. As we can see in the sequence
diagrams described above, the Certification Framework approach relies on
artefacts to support the evidences. The first prototype will not attend other
issues like business processes to define evidences and connect them to
Qualification Referencesd requirements. Th e
approach of a framework based on artefacts because it makes easier a later
mapping of Qualification References of interconnected domains and
environment. Although the intersection of several Qualification References may
be inexistent if different domains are analyzed, there are areas in which some
Qualification References share their target.

This Certification Framework will try to help developers and analysts to reduce
the effort they need to accomplish those Qualification References. To do that,
the Certification Framework will use this Certification Metamodel, which will be
the basis or structure used to define all the Qualification References. This
Metamodel will allow the addition of an ontology or structure over which all the
requirements of the Qualification References will be mapped. This mapping will
allow the tool to analyze the evidences of one Qualification References, in order
to establish the probability that each evidence has, to match other Qualification
Referenceds requirements.

The control of the fulfilment of a Qualification Reference, as mentioned, will be
made by artefacts. A later connection of those artefacts with processes will be
studied after next deliverable which will analyze the opportunities process
model languages offer.
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Qualification
References

N/
Aul

Figure 12 Certification Framework

This Certification Framework will take advance of Eclipse project and other
projects under its domain, namely, EMF project. The EMF project is a modelling
framework and code generation facility for building tools and other applications
based on a structured data model. From a model specification described in XMI,

EMF provides tools and runtime support to produce a set of Java classes for the
model.
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Figure 13 Certification Metamodel - Eclipse
3.1 Metamodel Overview

This section shows the Metamodel organized in one package and in two sub-
packages, as well as a short description of their roles, attributes, etc.

The views described in the use cases will be attached to these sub-packages,
but there will not be a user classification although the framework functionalities
will cover their different approaches.
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Figure 14 Certification Metamodel
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3.2 Package certification
This package includes all Metamodel, sub-packages, classes, etc.
3.2.1 Sub-packages QualificationReferencePackage

This sub-package is the structure or the basis to allow the framework to

I mpl ement the Qualification Referencesod inf

framework, their relationships, etc.

A Qualification Reference will be composed by requirements, besides levels that
characterize or refine requirements. An internal directive or an international
standard will be defined through these requirements, which can be associated
to a Qualification Level. This architecture will help us to implement the levels
that some standards implement, like SIL1, SIL2, SIL3 (IEC 61508); capability
levels (CMMI continuous representation), maturity levels (CMMI staged
representation), etc.

The Qualification Reference has to be a mapping ontology (a hierarchy of
entities) that will help to identify common issues with other Qualification
References. This ontology will be characterized by identification and its version
i n order to avoid any mi spl acemenlts
implementation will be defined through the development of the framework.

This sub-package will cover the quality view specified in the use cases, the part
related to the definition of the Qualification References.

Next section will describe the classes this package contains.
3.2.1.1 Classifiers Class QualificationReference

This class defines the Qualification Reference. Next, its attributes and
references will be described:

e StructuralFeatures Attribute
o Name: "name"
o Type: String

o Description: This attribute establishes the name of the
Qualification Reference

e StructuralFeatures Attribute

o Name: "description"
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o Type: String

o Description: This attribute allows to define a description of the
Qualification Reference

e StructuralFeatures Attribute
o Name. "supporter"
o Type: String

o Description: This attribute helps to define the supporter of the
Qualification Reference. It usually should be the group or
committee that has defined it or is in charge of it (e.g. IEC
committee 65: Industrial-process measurement and control). In
case of an internal directive, normative, etc. it should be the
companyb6s department which has

e StructuralFeatures Attribute
o Name: "versiono
o Type: String

o Description: This attribute allows to distinguish different versions
of the Qualification Reference.

e StructuralFeatures Attribute
o Name: "organization"
o Type: String

o Description: This attribute refers to the organization that has
promoted the Qualification Reference. Depending on the type of
Qualification Reference, it can be the same of supporter attribute,
but it would usually be a higher entity. In case of an internal
directive would be the company instead of the department. On
the other hand, if it is a standard, it would be the organization
(e.g. IEC).

e StructuralFeatures Attribute
o Name: "date"
o Type: Date

o Description: this field shows the date when the Qualification
Reference has been released.
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e StructuralFeatures Attribute

o

o

o

Name: "mappingId"
Type: String

Description: This attribute identifies the ontology that has been
used to map the requirements of the Qualification Reference. The
analysis and comparison of two Qualification References must be
done through the same ontology.

e StructuralFeatures Attribute

Name: "mappingVersion"
Type: String

Description: This attribute defines the version of the ontology
used to map the Qualification Reference.

e StructuralFeatures Reference

o

o

Name: "subset"
upperBound: "-1"

Referenced object:
fQualificationReferencePackage/QualificationReference"

containment="trueo

Description: This reference indicates that a Qualification
Reference can be composed by several Qualification References
that act as subsets of the main Qualification Reference. This
relationship is defined with the bounds [0..*], therefore, subsets
are not mandatory.

e StructuralFeatures Reference

o

o

Name: "has"
upperBound: "-1"

Referenced object:
QualificationReferencePackage/QualificationRequirement

Containment: "trueo

Description: This reference indicates that a Qualification
Reference is composed by zero to n Qualification Requirements.
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e StructuralFeatures Reference

o

o

name="hasLevel"
upperBound:"-1"

Referenced object:
QualificationReferencePackage/QualificationLevel"

Containment: "trueo

Description: This reference shows the relationship between
QualificationReference class and QualificationLevel class. It
indicates that inside a QualificationReference can be defined
several QualificationLevels that will describe different grades of
fulfilment of the reference (e.g. SIL3 in IEC 61608).

3.2.1.2 Classifiers Class QualificationRequirement

This section describes the Qualification Requirements that compose a
Qualification Reference. This requirements will be the constraints, directives,
guidance that the Qualification References specifies.

e StructuralFeatures Attribute

o

o

o

Name: "id"
Type: String

Description: This attribute defines a unique identification of the
requirement, usually a code of letters and numbers with a specific
mean.

e StructuralFeatures Attribute

o

o

o

Name: "title"
Type: String

Description: This attribute allows the definition of a title. This
requirement title makes easier the identification of the
requirement than the id attribute does.

e StructuralFeatures Attribute

o

o

Name:"description"

Type: String
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o Description: This attribute shows the description of the
requirement, its definition, the constraints that it implies, etc.

e StructuralFeatures Attribute
o Name: "rationale"
o Type: String

o Description: This attribute helps to locate the requirement in the
context, as well as define the reasons for its fulfilment.

e StructuralFeatures Attribute
o Name: "image"
o Type: String

o Description: This attribute allows to insert an object (image, file,
etc.) that helps to the definition of the requirement.

e StructuralFeatures Attribute
o name="critically"
o Type: QualificationReferencePackage/criticallyOption

o Description: This attribute shows the importance and criticism of
the requirement. Its type is an enumeration defined in the same
sub-package: criticallyOption.

e StructuralFeatures Attribute
o Name: "mapping"
o upperBound: "-1"
o Type: String

o Description: This attribute is used to define the mapping of this
requirement in the ontology that is used to locate the Qualification
Reference. This attribute is a list of nodes of the ontology that
allows characterizes the requirement. Through the coincidence of
the nodes of this list in various Qualification References, the
framework will be able to provide a mapping between
requirements and their correspondent evidences.

e StructuralFeatures Reference

o name="hasAssociated"
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o

o

upperBound: "-1"

Referenced object:
QualificationReferencePackage/QualificationLevel

Description: This reference shows the relationship between
QualificationRequirement class and QualificationLevel class. As
mentioned above, the Qualification Level defines different grades
of reference fulfilment, associating each requirement to levels
allows to state if a specific level has been accomplished.

e StructuralFeatures Reference

Name: "prePostCondition"
upperBound. "-1"

Referenced object:
QualificationReferencePackage/QualificationRequirement

Description: This reference shows the relationship between
QualificationRequirement class and itself. This relationship
indicates if one requirement depends on another. This reference
allows to maintain a traceability between requirements.

e StructuralFeatures Reference

o

o

Name: "refinedBy"
upperBound: "-1"

Referenced object:
QualificationReferencePackage/QualificationRequirement”

Containment:"trueo

Description: This reference shows the relationship between
QualificationRequirement class and itself. This relationship shows
that a requirement is composed or refined by other requirements.
Its fulfilment should be conditioned to the fulfilment of the
underlying requirements.

3.2.1.3 Classifiers Class QualificationLevel

This class allows the implementation of different levels of fulfilment of the
Qualification References.

e StructuralFeatures Attribute

o

Name: "name"
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o Type: String

o Description: This attribute identifies the name of the Qualification
Level

3.2.1.4 Classifiers Enum criticallyOption

This class is a enumeration used in class QualificationRequirement, in the
attribute critically.

e Literals
o Name: "high
e Literals
o Name: "medium"
e Literals
o Name: "low"
3.2.2 Subpackages QualificationProjectPackage

This sub-package is the structure or the basis to allow the framework to
implement the Qualification Project infrastructure, their definition inside the
framework, their relationships, etc.

A Qualification Project will be composed by requirements, but taking them from
the point of view of the technical view described in the use cases. They will
define all the issues of the evidences that show the accomplishment of the
Qualification Requirements. While the previous sub-package worked in the
definition of the Qualification Reference, this sub-package will cover the
definition of the Qualification Project. This project will be the one that is
associated to the product, process, etc. that the company wants to certificate.
This project will be based on one Qualification Reference, and will lead the user
to define all the evidences that will show the accomplishment of the reference.

The Qualification Project doesproductitthecover
scope of the project has to be defined by the user, as well as the Qualification
Reference scope. It has to be considered the possibility that the company is not
interested in covering the Qualification Reference in full.

It has been defined, too, a Project evaluation, this class enables the
composition of an evaluation of the Qualification Project. Each project can be
evaluated several times, each evaluation will be composed by several
assessments related to the requirements and their evidences.
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This sub-package will cover the quality view specified in the use cases, the part
related to the assessment, besides the technical view.

Next section will describe the classes this package contains.

3.2.2.1 Classifiers Class QualificationProject

This section describes how the class QualificationProject is defined, its
attributes and relationships.

e StructuralFeatures Attribute

o

o

o

Name: "name"
Type: String

Description: This attribute establishes the name of the
Qualification Project.

e StructuralFeatures Attribute

o

o

o

Name: "organization"
Type: String

Desctiption: This attribute defines the organization that is in
charge of the project.

e StructuralFeatures Attribute

o

o

o

Name: "openDate"
Type: Date

Description: This attribute indicates when the project has been
open.

e StructuralFeatures Attribute

o

o

o

Name: "responsible"
Type: String

Description: This attribute defines the responsible of the project.

e StructuralFeatures Attribute

o

Name: "description"
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o Type: String

o

Description: This attribute allows to describe the project.

e StructuralFeatures Attribute

o

o

o

Name:"status"

Type: String

Description: This attribute shows the status of the project. It has
defined as an open attribute.

e StructuralFeatures Reference

Name: "hasRequirement”
upperBound: "-1"

Referenced object:
QualificationProjectPackage/ProjectRequirement"

Containment:"trueo

Description: This reference shows the relationship between
QualificationProject class and ProjectRequirement class. A
Qualification Project is composed by requirements that are going
to be fulfilled by evidences. Once that a Qualification Reference
has been associated to the Qualification Project, the user can
select the requirements of the reference that are necessary for
the project. This reference establishes a connection to the
evidences of those requirements.

e StructuralFeatures Reference

o

o

o

Name: "hasAssociated"
lowerBound: "1"

Referenced
object:QualificationReferencePackage/QualificationReference

Description. This reference shows the relationship between
QualificationProject class and QualificationReference class. A
Qualification Reference has to be associated one and only one
Qualification Reference. The evidences that will show the
fulfilment of the reference will be related to the requirements of
the associated Qualification Reference.

e StructuralFeatures Reference
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o

o

Name: "hasEvaluation”
upperBound: "-1"
Referenced object: QualificationProjectPackage/ProjectEvaluation

Description: This reference shows the relationship between
QualificationProject class and ProjectEvaluation class. This
relationship allows to define one or more evaluations per project.
All the evaluations will be over the requirements of the associated
Qualification Reference.

3.2.2.2 Classifiers Class ProjectRequirement

This section shows the attributes and references of the class that implements
Project Requirements. Project Requirements defines the evidences with which
the project will accomplishes the Qualification Reference.

e StructuralFeatures Attribute

o

Name: "evidence"
upperBound: "-1"
Type: String

Description: This attribute is a list of evidences. The evidences will
be a link to a digital object, or a text that will show how the
requirement is fulfilled. The range of the list is [0..*].

e StructuralFeatures Attribute

o

o

o

Name: "date"
Type: Date

Description: This attribute indicates the last date when the
evidence has been modified.

e StructuralFeatures Attribute

o

o

o

Name: "level"
Type: String

Description: This attribute indicates the grade or level of the
Qualification Reference that has been achieved with the evidence.

e StructuralFeatures Attribute
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o Name: "responsible"
o Type: String

o Description: This attribute determine the responsible of the
evidence.

e StructuralFeatures Attribute
o Name: "status"
o Type: String

o Description: This attribute indicates the status of the evidence,
whether it fulfils completely the referred requirement.

e StructuralFeatures Attribute
o Name: "comment"
o Type: String

o Description: This attribute allows the responsible of the evidence
to introduce some comments about the status of the evidence,
how it has been implemented, etc.

e StructuralFeatures Reference
o Name: "refersTo"
o lowerBound: "1"

o Referenced object:
QualificationReferencePackage/QualificationRequirement

o Description: This reference shows the relationship between
ProjectRequirement class and QualificationRequirement class.
Each project requirement contains evidences that show the
fulfilment of the Qualification Requirement. The relationship is one
to one.

e StructuralFeatures Reference
o Name: "hasAssessment”
o upperBound:"-1"

o Referenced object: QualificationProjectPackage/Assessment
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o

Description: This reference shows the relationship between
ProjectRequirement class and Assessment class. The assessments
are the evaluation of the evidences. Each Project Requirement can
have more than one assessment through the time that show
different results.

3.2.2.3 Classifiers Class ProjectEvaluation

This section shows the attributes and references of the class that implements
Project Evaluation. Project Evaluation includes all the assessments made over
the Project requirements of a Qualification Project.

e StructuralFeatures Attribute

o

o

o

o

o

o

o

o

o

o

o

o

Name: "name"
Type: String

Description: This attribute defines the name of the Project
Evaluation

StructuralFeatures Attribute

Name: "initialDate"
Type: Date

Description: This attribute indicates the initial date of the
evaluation.

StructuralFeatures Attribute

Name: "finalDate"
Type: Date

Description: This attribute indicates the final date of the
evaluation.

StructuralFeatures Attribute

Name: "responsible"
Type: String

Description: This attribute shows who is the responsible of the
evaluation.

StructuralFeatures Attribute
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o Name: "status"
o Type:fiQual i ficationProjectPackage/ evalu

o Description: This attribute indicates the status of the evaluations,
whether if they have been finished, accepted, validated, etc.

e StructuralFeatures Attribute
o Name: "result"
o Type: String

o Description: This attribute indicate the result of the validation. It
will be defined taking into account the results of the assessments
that compose the Project Evaluation.

e StructuralFeatures Reference
o Name: "composedBy"
o upperBound: "-1"
o Ref er e n c e QualfitaiiorPcojectPadiage/Assessment”
o Containment: "true"

o Description: This reference shows the relationship between
ProjectEvaluation class and Assessment class. Each Project
Evaluation is composed by several Assessments.

3.2.2.4 Classifiers Enum evaluationStatus
This class is an enumeration used in attribute status of ProjectEvaluation Class.
e Literals
o Name: open
e Literals
o Name: finished
3.2.2.5 Classifiers Class Assessment

This section shows the attributes and references of the class that defines the
assessments of the Project requirements. These assessments qualify the
evidences of the requirements.

e StructuralFeatures Attribute
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o Name. "status"
o Type: QualificationProjectPackage/evaluationStatus
o Description: This attribute defines the status of the assessment.

The possible values of this attributes are defined in the
enumeration evaluationStatus.

e StructuralFeatures Attribute

Name: "result"
Type: String

Description: This attribute indicate the result of the assessment of
the requirement. It will indicate if the associated evidence is
considered enough to define the requirement as fulfilled.

StructuralFeatures Attribute

Name: "date"
Type: Date

Description: This attribute indicates the date when the
assessment has been made.

StructuralFeatures Attribute

Name. "comment"
Type: String

Description: This attribute allows the addition of comments about
the result of the assessment, incidents, etc.

StructuralFeatures Attribute

Name: "responsible"
Type: String

Description: This attribute indicates the responsible of the
assessment.

StructuralFeatures Attribute

o Name: "nextDate"

o Type: Date
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o Description: This attribute indicates if a next assessment is
programmed and when will be made.

e StructuralFeatures Reference
o Name: ="refersToRequirement"
o lowerBound: "1"
o upperBound: "-1"

o Referenced object:
QualificationProjectPackage/ProjectRequirement

o Description: This reference shows the relationship between
Assessment class and ProjectRequirement class. Each Assessment
is referred to one and only one Project Requirement.
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4. Conclusion

Firstly, this document has defined high level requirements of the Certification
Framework, besides showing how the Certification Framework will interact with
the user. To describe this last issue, several sequence diagrams has been
defined. Those diagrams define at high level different functionalities that the
framework will implement. Previous works (analysis of standards) has been
considered to the definition of the requirements and the diagrams.

Finally, the Metamodel on which the framework will be based has been
presented. This Metamodel will be utilized as the underlying structure of the
Certification Framework. The Eclipse environment has been selected to its
definitions because of its huge quantity of subprojects that provides several
advantages referents to interoperability. The Eclipse environment, besides other
Eclipse subproject like EMF, makes possible to transform this Metamodel into
JAVA classes that will compose the structure of the final tool.

This document is a consistent first step to the implementation of the
Certification Framework. It defines its basic structure, the scope of its
functionalities and promotes the next framework architecture.

While the first document of this task has establishes the initial environment in
which this Certification Framework will be located, this document defines how
those analyzed standards, directives, best practices will be used to help the
companies and developers to improve their developments, selecting the scope
they need in each moment and to re-certificate against different standards to
improve their composability.

The selected approach is based on artefacts that define the evidences of the
certification. Several studies of mixtures of process and artefacts approaches
has been considered [1][2][3][4][5][6] and finally, it has not been already
considered a process approach, although it is inherent in different standards.
The complexity and variety of analyzed standards in previous deliverable has
showed us that the mapping between standards would be clearly more
productive under the artefacts approach. Next works will analyzed the process
modelling languages in order to define an open connection of the Certification
Framework with existing solutions that cover a process modelling. After
following analysis, the presented structure can be modified if necessary, before
starting the implementation of the prototype that will be the final result of this
task.
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