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Summary

The D6.3-E Executable Process framework for certification is a public document
delivered in the context of WP6, Task 6.3: Specification of a Certification
Metamodel for Energy Management Deployments with regard to how has been
modelled the process for certification and how it is supported by the final
prototype.

This document describes the prototype developed in this task from the point of
view of the final user who will take advance of it while developing his

product/system focusing on its certification.
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Abbreviations

eDIANA Embedded Systems for Energy Efficient Buildings
CDC Cell Device Concentrator

iEi intelligent Embedded interface
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1. Introduction

This document is the fifth deliverable of Task 6.3, “Executable Process
framework for certification” (D6.3-E), in WP6, “Compositional Verification,
Validation and Certification”. While tasks 6.1 and 6.2 focus on Verification and
Validation issues, Task 6.3 deals with Certification aspects.

This document goes with the final prototype developed in this task. The
implementation of the prototype has been based on previous works presented
in this task. It started with the analysis of several standards, best practices and
guides that were relevant to eDIANA components and platform. This analysis
provides eDIANA WP6 partners a wide knowledge about how different types of
standards could be, and the difficulties to adopt a common metamodel that
would gather or combine most of them.

Deliverable D6.3-B was the first result of this analysis and the basis to create
the final certification metamodel that was described in deliverable D6.3-D. This
deliverable also provides full details about the metamodel use cases.
Furthermore, deliverable D6.3-C has defined the first analysis of assesses
process languages that will establish the basis of future extensions of the
Certification metamodel and the prototype that is accompanied by this
document.

This deliverable can be considered as the user manual of the delivered
prototype implementation. In this document the user can find the pre-
requirements of the prototype, the environment that it presents to the user,
besides a guide of use, starting from the creation of a Qualification Reference
or standard, the definition of the evidences that this standard has been
accomplished during the project and the final assessment.
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2. Overview

This section will describe the infrastructure that has been used to develop the
Certification Framework and that it is needed to use it.

2.1 Prerequisites

To use the eDIANA Certification Framework tool (GEMDE Certification), some
preconditions need to be fulfilled:

1. Eclipse is an open source Integrated Development Environment written
in Java almost completely. It is used to develop applications and projects
in Java, but not exclusively because ADA, C, C++, Cobol, Perl, PHP,
Python, Ruby, Scala and Scheme can be use by means of plugins. The
used version of Eclipse is Galileo 3.5, so it will be mandatory having this
version of Eclipse installed in the computer. The Eclipse platform
comprises next components:

a. Equinox OSGi: this is a standard bundling framework
b. Core platform: this component enables booting Eclipse, running
the plug-ins.
c. Standard Widget Toolkit (SWT): it is a widget set that allows to
build graphic user interfaces.
d. JFace: viewer classes to bring model view controller programming
to SWT, file buffers, text handling, text editors...
e. Eclipse Workbench: the workbench provides the user views,
editors, perspectives, wizards...
2. Plugins: these are the mechanisms to provide functionalities to the Rich
Client Platform (RCP). Added to the plugins of Eclipse Galileo 3.5, the
platform needs the plugins of next projects:

a. Eclipse Modeling Framework Project (EMF) 2.5.0v200906151043.
b. Extended Editing Framework (EEF) 0.8.0v201006010538.
c. Acceleo 3.0.0v201006010437.

The eDIANA Certification Framework has been developed as Eclipse
Platform plugins that has to be added to the Eclipse plugins. Next plugins
provides the functionalities of the Certification Framework:

1. Certification Qualification References: three plugins.
2. Certification Development Project: three plugins.
3. Certification Assessment Project: three plugins.

4. Certification Framework: one plugin.
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3.

5. Certification Utils: one plugin.

The user needs to get a minimum understanding of the eDIANA
Certification Metamodel described in deliverable D6.3-D Software
Engineering Process for Certification Metamodel, where the last version
of the Metamodel is included.

3. The Tool Environment

3.1 The eDIANA Certification Tool Perspective

The eDIANA Certification perspective is organized in the following way; the user
will work over 5 zones or views (Figure 1):

Menu and Toolbars
Navigation zone
Tree view
Properties zone

Perspective selection

All the zones and views can be modified in size and position, but the schema
that the GEMDE perspective provides is the most suitable to work with the
Certification Framework.
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Figure 1 Certification Framework Perspective

Menu and Toolbars

This zone provide access to all the functionalities the Eclipse Platform offers
through its menu: File, Edit, Navigation, Search, Project, Run, Window and
Help, plus those the Certification Framework provides: Reference Editor,
Dproject Editor and Assessment Editor.

The toolbars are the same as Eclipse provides.
Perspective selection

Eclipse allows the selection of the perspective in the upper right zone. The
selected perspective must be GEMDE Certification perspective.
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Figure 2 Open perspective
Navigation zone

This area allows the user to navigate through the projects and select the files.
The creation of new files, directories will be shown here.

Tree view

This zone provides a tree view of the generated projects and elements:
references, requirements, evidences, evaluations...

A hierarchical view of the elements is shown in this view.
Properties zone

This zone provides information of the selected element in the Tree View. It is
organized in tabs to build a friendlier user interface.

3.2 Preferences

The Certification Framework makes a contribution to the Eclipse Platform
preferences. Selecting in the menu Window-Preferences, the user can access to
the preferences dialog of the entire environment.
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Figure 3 Preferences menu

In those preferences the Certification Framework has an entry to define the
directory where the Qualification References or standards are stored. The
framework will use this directory to present the user the available standards
that can be associated to a Development project.
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Figure 4 Preferences dialog

4. Guide for using: Qualification References module

This section will describe the functionality to create Qualification References or
standards. To describe the different modules of the Certification Framework it
has been defined a eDIANA Certification project that covers the creation of an
standard, a development project and an assessment to evaluate the developed
project against the standard.

Inside the eDIANA architecture, there is a component that has been developed
at Cell level: the iEi. This component covers the communication of each
component of the Cell level to the CDC. In task 3.2 a hardware and a software
has been developed to cover this functionality, but as there is an undetermined
number of devices that can be connected to the CDC, the task 3.2 will provide a
hardware and a software that takes on the functionalities of communication
with the CDC. At the same time, this created iEi will offer an open interface to
connect to different types of devices (appliances, sensor, etc.).
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Taking into account the documents provided by task 3.2 and task 5.1
(integration), it has been created a standard or reference that any
manufacturer that wants to introduce a device in the eDIANA Platform at Cell
level and wants to use this iEi, must fulfil. This standard covers hardware,
software and development requirements. The description and the guide of the
Certification Framework will be done attending to this iEi Certification Standard
and examples of device connection implementations.

4.1 Reference

The creation of a new Qualification Reference must be made through the
creation of a new project of type QReference. To generate a new project the
user can select the entry of the menu File-New-Other or the same entry of the
contextual menu in the Navigation zone (Figure 5).

U5 Navigator 52 = O || & properties &2
= <§> || Property
@ eDIAMA iEi Assessment.assessment L = Info ]
PR -DIANA iEi Certification.dproject derived

(= hierarchies ridi.tablem .

= images Open
E-[= greferences Open With p | [ Folder
[&! eDIANA iEireference  File
¥ .project =| Copy
“ Paste ] Example...
[ eDIANA iEi Assessmen 12 2 ¥ Delete
B Mave,..
[ Resource Set Rename. ..
= @ platform: fresource feDIAMA S 20IE,
4+ Project eDIANA iEi Assessment £23 Import...
£ Expart...
& | Refresh
Validate
Run As
Debug As
Profile As
Team

Compare With
Replace With
WikiText

* v v w v w ¥

Properties

Figure 5 New Project contextual menu

This selection leads the user to a modified New Project wizard in which
QReference Project must be selected:
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Figure 6 New QReference Project I
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Figure 7 New QReference Project IT
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Figure 8 Qualification Reference Infrastructures

The last page of this wizard allows the user to generate automatically a
directory infrastructure hanging from the project (QReference infrastructure
checkbox):

e Hierarchies: directory where the hierarchy maps are stored.

e Qreferences: directory where the new Qualification Reference will be
stored.

e .project: Eclipse file.

If this option is not selected, the Qualification Reference will be created and
stored in the directory or project selected when the contextual menu was
shown or in the project itself if it has been created from the menu.

If the checkbox QReference model is not checked, the model containing the
Qualification Reference will not be created.

Once the Qualification Reference has been created, the first item is presented
to the user.

January 2011 Page 15



eDIANA: GA no.: 100012
Executable Process framework for certification D6.3-E

- CEMOE Cortsfiuatm  ol0ANA 1 vl ences vWOAMA Edswiarmor - f1lipwe SOK

ptr T

- ¥ LA L %
» MW € Cr dhmavr oy
i

eecion Paeed Lt Tiee Tatie  Tree wot Cotares

ancang Clgmet: aCLAMA & Carstcanoy

Figure 9 Qualification Reference

In the zone of properties the framework presents several fields to describe the
Qualification Reference divided in tabs:

e General
o ID. Identifier or name of the Qualification Reference.
o Description: Description of the Qualification Reference.
o Version: Version of the Qualification Reference.

o Organization: Organization that has created or supports the
Qualification Reference.

o Date: Date of the version of the Qualification Reference.
e Relationships

o Has Subsets: references to subsets or groups of requirements
with a own entity. For example, the IEC 61508 has several parts
which each one makes up a standard.
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o Has Levels: references to grades or levels of fulfiiment of the
Qualification Reference or standard.

o Has Requirements: references to the requirements that form the
Qualification Reference or standard.

o Has Annex: references to tables or different entries that are not
consider as requirements.

e Mapping: The last tab of the properties enable the mapping of the
standard to an ontology described in directory hierarchy. This mapping
will allow the comparison of standards and evidences, (not implemented

yet).
o Mapping ID: Identifier of the mapping.
o Mapping Version: version of the mapping.

o Mapping: root element of the ontology which the standard is
mapped to.

To illustrate this part of the prototype, the figures show the definition of the
eDIANA iEi Certification Reference that will help to the certification of a new
component that wants to be connected at Cell level with the CDC through the
iEi. As it is previously said, it will be based on results of D3.2-B.

4.2 Level

The entities of class Level show different grades of fulfilment of the
Qualification References. To generate a new Level, it can be made through the
contextual menu, after selecting a Qualification Reference and choosing New
Child-Qualification Level.

In the properties zone, there are two fields that must be completed:
e Name: Name of the level

e Description: Description of the level
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Figure 10 Qualification Reference's children

4.3 Requirement

The Qualification Reference is composed of requirements that describe the
issues that must be fulfilled. The creation of new requirements is similar to the
creation of levels.

The requirements can be composed of more detailed requirements; the user
will define the hierarchy that the final standard will show in the framework.

Next Figure 11 shows the tabs and fields that must be defined in the
requirement.
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Figure 11 Qualification Requirements
e General

o Id: Unique identifier of the requirement

o Title: Title of the requirement. In the Tree View, the requirement
will be show as the joint of id and title.

o Description: Description of the requirement
o Rationale: R of the existence of the requirement

o Interpretation: possible interpretation of the requirement, or some
help to implement the requirement

o Critically:
= Not applicable
» Prohibited
» Recommended

= Mandatory
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o Operator: If the requirement is under another requirement, this
field shows if all the requirements of the same level of the tree
must be fulfilled (AND), or if it is only one the requirement of the
same level that must be fulfilled (OR).

e Relationships

o Belongs to: indicates if the requirement is associated to a
Qualification Level, it must be fulfilled to accomplish this level.

o Depends on: references to the requirements that have a
dependence relationship with this requirement.

o Refined by: references to the requirements that define deeper this
one

o Related To: references to the entries and tables of the annex that
provide more extra information about this requirement or how to
fulfil it.
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Figure 12 Requirement relationships
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Figure 13 Selection of dependant requirements

e Mapping: references to the items of the ontology that describes the
requirement.

e Image: images that help the understanding of the requirement.
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Figure 14 Requirement image

The eDIANA iEi reference is composed of several requirements grouped in the
next areas:

e Types of devices. These requirements defines the types of devices that
can be connected to the eDIANA iEi, as well as the modules of the iEi
that must use for a right implementation

e iEi HW requirements. These are the HW requirements that the connected
device must fulfil to achieve a complete integration with the iEi.

e iEi SW requirements. These are the SW requirements that the connected
device must fulfil to achieve a complete integration with the iEi.

e Development infrastructure. This requirement is about the needed
infrastructure to develop the HW and especially the SW of the iEi that
will allow the connection of the device to the CDC.
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4.4 Anhnex

Most of the standards are assisted by tables to explain the requirements that
must be fulfiled. The class Annex allows the addition of entries, some
standards like IEC 61508 provides techniques and measures that help to
achieve the accomplishments of the requirements; the Annex entities make
possible to associate those entries with Qualification Levels and
recommendations.

The Annex has the next fields:
e Name: Name of the annex.
e Description: Description of the annex.
e Has Table: References to the tables of the annex.
e Has Entries: References to the entries of the annex.

Inside an Annex the user can have Entries and Tables. The entries can be
techniques, methods, measures, etc., ultimately, any help to achieve a
requirement. The entries are organized hierarchically in the tree and have the
next fields to introduce information:

e ID: Unique identifier of the entry.
e Title: Title or name of the entry.
e Description: Detailed description of the entry.

e Operator: The value OR indicates that the entry is an equivalent entry to
other entries at the same tree level with OR operator, so only one of the
alternate or equivalent entry has to be taken into account or satisfied.
The value AND shows that it has not equivalence and should be taken
into account.

e Composed by: References to the entries that explain in more detail the
actual entry.

The tables have the next fields:
e ID: Unique identifier of the table.
e Title: Title or name of the table.
e Description: Detailed description of the table.

e Has Registers: References to the registers of the table.
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The table is composed of registers; those registers make the association
between the entry, the recommendation and the Qualification Level. The fields
that can be completed are:

e Recommendation: Short description of the recommendation that the
standard gives for the entry to achieve the Qualification Level.

e Description: Description of the recommendation

e Comment.

e Relation X: Qualification Level associated to the recommendation
e Relation Y: It can be a table or an entry.

e Group: When several entries are equivalent, and only one of the
equivalent entries should be selected, this field allows the user grouping
several equivalent entries. “0” is used for non equivalent entries, other
numbers determine the group of the equivalent entries.

e Operator: "AND” marks the entry as non equivalent, "OR"” mark it as
equivalent.

- GEMDE Contifications - Sefvtyt/groderemesnIECE 1 508 sefwrnce - Ecipw SDK

e N

ow et -

Figure 15 Annex
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5. Guide for using: Development Project module

This section will describe the functionality to create Development Projects, this
project provide support to define the evidences that the developed project
accomplish the Qualification Reference.

Going on with the example that we are showing in the figures, it has been
created a Development Project that will cover the requirements of the eDIANA
iEi standard needed to implement an iEi that would be connected to a washing-
machine.

5.1 Project

The generation of a new Development Project is similar to the generation of a
new Qualification Reference plus the selection of the associated reference. It
can be made through the menu or the contextual menu, and selecting
“Development Project” in GEMDE option.

The first steps of the modified new project wizard are quite similar, but this
wizard includes a page that allow the user to select the standard and the
requirements that he wants to implement in the development of the product.
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GEMDE Development Project Qualification Reference selection —
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= @ R1-Types of devices

@ R1.1-Plugged inteligent device
D@ R1.2 - Plugged dummy device
D@ R1,3 - Battery-operated sensor
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= @ R2 - iEi Hardware requirements
@ R2.1 - Dimensions
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@ R.2.4 - UART Isolation Circuit
D@ R2.5 - White Goods Hardware Driver
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Figure 16 Reference requirements selection

The wizard presents a list box with the available references. They have to be
stored in the directory established in preferences. Once the user selects the
desired reference, a checkboxtree with the requirements of the reference is
shown to the user. It is possible a partial selection of requirements.

This wizard presents a page that allows the user to select the creation of a
directory infrastructure. If the checkbox of the infrastructure is set, the
framework creates a new Eclipse project and a directory “Development Project”
and generates there the file of the project. If the checkbox is not set, the
framework generates the file inside the directory “Development Project” of the
actual Eclipse project
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& New Project |:| [El El

GEMDE Development Project properties —

Initialize Development Project settings i !

Model creation

[ pevelompent Project infrastructure Develompent Project model
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Figure 17 Development Project infrastructure

The wizard generates a new development requirement per each standard
requirement; it associates them, besides associating the development project to
the standard or reference.
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Figure 18 Development project view

This view is organized in tabs, the tab Project shows information about the
development project, and the tab Standard shows information about the
associated Qualification Reference.

The fields of tab Project are:
¢ Name: Name of the project. The framework set it by default.
e Organisation: Name of the organisation that will implement the project.
¢ Opening Date: Project start date.
¢ Responsible: Name and title of the responsible of the project.
e Description: Description of the project.
e Status: Status of the project.
e Comments.

e Requirements: references to the requirements of the project.
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e Depends on Reference: Qualification reference to which the project is
associated. This field is completed by the framework.

e Subprojects: Reference to Development projects. The framework
generates the same structure that is in the Qualification Reference. If the
selected requirements are part of defined subsets, the subprojects are
generated.

The information provided in tab Standard is obtained from the associated
Qualification Reference:

e Reference Name.
e Reference Description.

The implementation of the eDIANA iEi reference, the eDIANA iEi Certification
project will not have all the requirements provides in the reference, there must
be selected those ones that affect the new component that will be attached to
the iEi. For example, in the definition of a project to integrate the iEi inside a
washing-machine, the next requirements and group of requirements would be
selected:

e R1 Types of devices

o R1.1 Plugged intelligent device
e R2 HW requirements

o R2.1 Dimensions

o R2.4 UART isolation Circuit

o R2.6 Supply options

o R2.8iEi Programming

o R2.9 UART Serial Interface
e R3iEi SW requirements

o R3.2 ZigBee Clusters

o R3.3 Public methods

o R3.4 Program flow
e R4 Development infrastructure

Evidences should be provided to every requirement or group of requirements.
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5.2 Requirement

The requirements of the Development project are generated by the framework.
It associates them to the corresponding requirements of the standard.

- CEMOE Cortsficatsm - ol0ANA EdDovelprerert ProjectAOIANA €1 Cortifmation. dorspat - Exfipe SOL
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Figure 19 Development project requirement

The framework completes some fields by default with information of the
associated reference requirement.

The fields of tab Requirement are:

e Id: Identifier of the requirement. The framework completes this field
with information of the reference requirement, although the user can
change it.

e Last Modification Date: Date of the last modification of this requirement.

e Responsible: Person in charge of establishing the evidences of the
requirement.

e Status: Status of the requirement indicating if it has been completed, if it
is ongoing, etc.

January 2011 Page 30



eDIANA: GA no.: 100012

Executable Process framework for certification D6.3-E

Comment.

Reference Requirement: associated requirement of the Qualification
Reference or standard.

Depends on: References to requirements on which it depends.
Refined by: References to requirements that define it more explicitly.

Evidences: References to the evidences that show the accomplishment
of the requirement.

Other tabs of this view show different information of the associated
Qualification Requirement. This information can not be modified by the user.

5.3 Evidence

A requirement can have several evidences attached to a status and a date.
Furthermore, evidence attached to a specific status and date can have several
documents that show the accomplishment of the requirement.

The evidences can be created at any level of the requirements tree. If the
evidence is attached to a requirement that is refined by several requirements, it
is supposed that the evidence will cover all those requirements.
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Figure 20 Evidence

The fields of the evidences are:
e Date: Date when the evidence has been defined.
e Status: Sentence that indicates if the evidence has been finished or not.

e Evidence: Documents that show how the requirement has been
achieved.

e Other Evidence: If the requirement can not be accomplished by means
of a digital document, this text will demonstrate or indicate how the
requirement has been fulfilled.

e Comment.

To select the documents that will form the evidence, the framework offers next
dialog.
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Figure 21 Evidence dialog

This dialog has a system browser on the left side that allows the user selecting
the files that will be added to the evidence.

Double clicking twice on evidence, the framework will launch the corresponding

application to open the file.
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Figure 23 Double clicking on evidence II
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6. Guide for using Description of Assessment

Once the evidences have been defined for each requirement, the user can
generate the Assessment project that will help to the final assessor to establish
if the defined evidences effectively accomplish the requirements.

6.1 Project

The generation of a new Assessment Project can be made through the menu or
the contextual menu: New-Other, and selecting Assessment File.

The wizard asks the user to select the associated Development Project as well
as the name of the assessment.

B=1E

Multi-page Editor File

This wizard creates a new file with *.ass extension that can be opened by a
multi-page editor,

Container: jeDIAMA iEi /Development Project

eDIANA iEi Certification. dproject

Assocated project:

File name: new_file.assessment
~
© e )=

Figure 24 Assessment wizard

Once selected the Development project, the framework replicate its structure
to generate the Assessment project and its requirements evaluations.
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Figure 25 Assessment project
The fields of the Assessment are:

¢ Name: Name of the assessment, provided by default by the framework.

e Organisation: Name of the organisation that will perform the
assessment.

e Assessor: Name of the people in charge of performing the assessment.
e [Initial Date: Date when the assessment starts.

e Last Date: Date when the assessment finishes.

e Assessment Result.

e Comment.

e Has Project: If the associated development project has subprojects, they
are replicated in this structure. This fields shows the references to this
subprojects.

e Has Evaluation: References to the requirements evaluations.

e Evaluates: Identifier of the associated development project.
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The tab Project provides information of the associated Development Project its
related Qualification Reference.

6.2 Requirement Evaluation

The requirement evaluation allows the assessor to define if the requirement has
been fulfilled, in which grade and possible comments to the evaluation.
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Figure 26 Requirement Evaluation

This task is supported by the next fields of tab Assessment:

e Name: Name or title of the requirement evaluation. The framework
completes it by default with the identifier of the requirement.

e Date: Date when the assessment is performed.
e Status:

o Initial

o Ongoing

o Finished
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o Other

e Evaluation: Final evaluation of the requirement. The assessor should
explain here if the requirement has been fulfilled correctly with the
evidences that have been provided.

e Comments.
e Refined by: Evaluations of refined requirements.
e Evaluates: Associated requirement that is assessed.

e Result: Short description of the result of the assessment: OK, KO,
Undetermined.

The tab Requirements provides information of the associated project
requirement, and the standard requirement that is being evaluated.
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Conclusion

This deliverable, together with the prototype, finishes the Task 6.3 Specification
of a Certification Metamodel for Energy Management Deployments. The last
work performed in this task has consisted in the implementation of a
Certification Framework that will support certification tasks against different
standards or practices during the development of a project, product or
component. The present document acts as a user manual of this prototype.

The definition and implementation of this prototype is the final result of all the
previous work done in this task, besides contributions of other WPs (specifically
T3.2 and T5.1). The analysis of standards allowed the identification of main
issues and terms related to standards and best practices. This work followed in
the second deliverable of the task that provided the first iteration of what would
be the Certification metamodel. Deliverable 6.3-C made the first analysis that
showed which process modelling notations and metamodels could be used to
extend the prototype.

Finally, the last part of the work done in this task has been the finalization of
the prototype, as well as the definition of the first iteration of the eDIANA iEi
reference that has been created to illustrate the management of the prototype.
This reference is an example of how different standards or best practices can
be defined with the help of this prototype; and how it can be used to support
the certification of projects that accomplish it. To complete it, it has been
completely essential the interaction with WP3 and WP5, specifically with the
work done in task 3.2 and 5.1. The first task has been responsible of the
definition and implementation of the iEi, whereas the task 5.1 is responsible of
the integration of the iEis.

Future work in this area will be the extension of this framework to cover the
modelling of the business process and integrating it through the certification
process. Unfortunately, this work will be performed beyond the scope of this
project.
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